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ABSTRACT 

The study determined challenges of integrating surveillance technologies and security management by private 

security providers in Nakuru County, Kenya. The study utilized the Integrated System Theory of managing 

security information. The study adopted a descriptive research design which employed both quantitative and 

qualitative approaches in collecting and analyzing data which was then analyzed quantitatively and 

qualitatively. The study targeted private security providers in Nakuru County as unit of analysis. It also 

employed purposive, stratified, and simple random sampling techniques to select 30 respondents from ten (10) 

private security providers from the three sub counties distributed among the five sectors of the economy. 

Interviews and FGDs as well questionnaire were used in the collecting data. Findings indicated that 

inadequate networks and infrastructure presented additional difficulties for private security companies. 

Additionally, private security companies faced challenges such improper outcome analysis, corruption, and 

police intervention during investigations, which made it difficult to find the offenders and resulted in 

criminals operating freely on the streets. Similarly, security providers encounter technical difficulties such as 

complex security system installations carried out by unqualified individuals who lack the necessary knowledge 

and skills; frequent equipment breakdowns, blackouts, malfunctioning equipment, and shortage of qualified 

technicians. The study concluded that private security companies should use surveillance technologies to suit 

changing customer demands and keep up with changing crime trends; customers are satisfied with the 

functionalities of the surveillance technologies and that integrating surveillance technologies is not free of 

challenges. The study recommended that the police and private security personnel work together to respond to 

criminal activities and improve the use of surveillance technologies in incident response coordination. 
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INTRODUCTION 

In the past two decades has seen different socio-economic sector develop and complicated life in various 

aspects including security and safety of individuals. As a result, the need for their security and monitoring has 

turned out to be a necessity. Technological surveillance is a term that is now commonly used to describe 

camera surveillance as far as security is concerned (Elharrouss et al., 2021). It is significantly becoming 

effective in managing, crime. It is a modern surveillance method for monitoring movements of people and 

objects in a given area. 

Integration of technological surveillance has resulted in different developments in the security industry. It has 

changed security operations at home security and multi-billion companies. Private security providers are 

nowadays stringent with their recruitment process with technological knowhow being among the main 

requirements (Memos et al., 2018). Stergiou et al. (2018) contend that smartphone is increasingly becoming 

an operation tool and private security companies are partnering with government security officers to prevent 

and manage crime. Customers have also upped their expectations and expect provision of robust security and 

a fair price. 

Private security firms in East African countries utilize various surveillance technologies such as CCTV 

cameras, access control systems, biometric systems, and alarm systems. They employ these technologies to 

enhance security, deter criminal activities, and protect assets. The benefits include improved incident 

detection, faster response times, increased situational awareness, and a heightened sense of safety. However, 

challenges include high implementation costs, technological limitations, privacy concerns, and the need for 

skilled personnel to operate and maintain the systems (Porikli et al., 2013). Despite these challenges, 

it is not clear how private security providers can harness the use of surveillance technologies to enhance their 

capabilities and provide effective security solutions. 

Overall, conducting a study on the integration of surveillance technologies into security management in 

Kenya, focusing on private security providers in Nakuru City County, can contribute to the development of 

more robust and efficient security systems, while also addressing potential challenges and ensuring 

responsible implementation of these technologies. However, there is a lack of information regarding why 

private security providers in developing countries integrate surveillance technologies, customer satisfaction 

with their services, and the challenges they face. This study attempted to fill this gap by examining the 

integration of surveillance technology by private security providers in Nakuru City County, Kenya. 

Statement of the Problem 

Technology is revolutionizing the field of security service. For the last four decades, provision of security has 

witnessed an evolution, from the old-style guard who patrolled premises to the modern security officer who 

leverages technology, GPS components and real-time digital reporting. In the 20th century, security services 

evolved to include technology such as CCTV cameras, access control systems, and alarm systems. These 

technological advancements improved the effectiveness of security officers, enabling them to monitor and 

respond to security threats more efficiently. The rapid increase of digital technology has led to the 

development of sophisticated security systems that can detect and deter threats in real time. These systems have 

transformed the role of security officers from passive observers to proactive responders. Surveillance security 

cameras, for example, have become a ubiquitous feature of modern security systems. These cameras are 

capable of capturing high-quality footage in real-time, allowing security officers to monitor and respond to 

potential security threats. Access control systems have also become more sophisticated, with biometric 

identification systems and smart cards replacing traditional keys and locks. The foregoing illustrates that 

adoption of technology has improved efficiency in provision of security in monitoring and response to security 
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threats as well as the accuracy of security systems. Despite the evident transformative impact of technology in 

the field of security services globally, private security firms in Nakuru appear to lag behind in the adoption of 

these advancements. This raises serious concerns about the safety and security of people and property in that 

area. This study therefore determined the challenges of integrating surveillance technologies by private security 

providers in Nakuru County. The aim was to proffer the best mechanisms of entrenching the adoption 

of surveillance technologies in security management in Nakuru and then replicate the same countrywide. 

Objective of the Study 

The main objective of the study was to explore determine the challenges of integrating surveillance 

technologies by private security providers in Nakuru County. 

LITERATURE REVIEW 

Some studies have examined the challenges in integrating technology in organizational operations. For 

instance, years of experience of a company and staff, level of education, age, and sex have been examined to 

ascertain whether they influence the adoption and use of technology. A study conducted by Atabek (2019) on 

integration of technology in education found that experienced staff do not think that hardware or its newness is 

a barrier to successfully integrating technology in an organization. The study also found that it is not the 

technologies or gadgets that is a challenge but lack of adequate information and knowledge. This finding is 

supported by another study conducted by Lowther (2010) who found no association between demographic 

variables and challenges of integration of technology in an organization. However, lack of any relationship 

between demographic variables and challenges of integration of technology imply that there are challenges 

regardless of one’s year of experience, job position, and level of education, age, and sex. 

Another study by Fischer et al. (2018) found that in-service training insufficiently results in challenges to 

technology integration in organizations. Keser and Cetinkaya (2013) add that knowledge of how to use a 

technology is more important than the technology itself. Other studies indicate that staff should be trained 

routinely to address the knowledge gap in integration of technology (Aatabek, 2019; Inan & Lowther, 2010). 

Further, another study by Dede (2011) observes that physical infrastructure and sufficiency of technology are 

essential for successful integration of technology. These studies reveal that poor physical infrastructure, 

insufficient technologies, and inadequate skills and knowledge are some of the challenges that organizations 

face in the integration of technology in their operations. However, there is no information on how emerging 

and established private security providers navigate these challenges and therefore a need to fill this gap. 

The majority of police officers in the UK (95%) who took part in Levesley and Martin's (2005) study said 

that CCTV was the most useful tool for their investigations. This 

occurred as a result of CCTV cutting down on the amount of time they had to locate, identify, and 

apprehend individuals as well as speak with witnesses and suspects. Additionally, almost half (49%) of the 

police said they have used CCTV to get suspects to admit guilt. However, because CCTV evidence was never 

good enough to convict criminals, several police voiced their displeasure with its use in court. Hence, the 

current study intended to assess whether surveillance technology integrated by private security providers 

helped in proving cases in court in Nakuru City County. 

Zheng and Xia (2021) examined private security providers in Kenya and their impact – a case study of 

Chinese companies. The study found that one of the challenges facing security companies is lack of trained 

staff and physical infrastructure. The training of staff is often informal and not regular. The study also found 

that most of the training are not based on technology integration as they mainly involve general risk 

management education, Chinese language learning, and standard standing posture. However, the study 

observed a positive aspect that security guards on patrol in some of the Chinese security companies are fitted 

with body cameras that provide real-time information. Nonetheless, some of the security guards are not 

adequately equipped to interpret information from the cameras. Nonetheless, there is no evidence on how these 
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Chinese-owned security providers in Kenya navigated the challenge of training and setting up physical 

infrastructure and thus the need for this study to fill this gap. 

Organizational culture and security awareness is another area with specific challenges. Information security is 

considered to be one of the aspects of the organizational culture. Studies have demonstrated that not all 

employees understand the security of the organization as a component of their daily work (Ashenden et al., 

2013; Tsohou et al., 2015). The study also observe that private security companies fail to execute security 

culture in their organizations and those of their clients since there is no uniform understanding of security 

issues (Ashenden et al., 2013; Tsohou et al., 2015). Other studies note that neglecting security training among 

organizations and failure of staff to know security rules of organizations is a big challenge as it results in breach 

of security protocols (Da Veiga 2017; Da Veiga et al. 2010). These studies only highlight the challenges facing 

private security companies but fall short on how these challenges can be addressed necessitating the need for 

this study. 

The College of Policing (2019) states that there are various methods in which police officers' incapacity to use 

CCTV in their work might be demonstrated. These can include failing to recognize or address noteworthy 

situations, apprehending suspects, being unable to analyze video, or losing legal battles as a result of improper 

management of video. For instance, a study conducted in the USA by Goodison et al. (2015) discovered that a 

shortage of appropriately educated analysts caused police to face a backlog in the analysis of digital evidence, 

including CCTV footage. Similarly, Yau (2019) found that a major obstacle to maintaining CCTV systems 

was a shortage of skilled professionals in a study on the use of CCTV in crime detection in Nigeria. These 

studies, however, only highlight the challenges of integrating modern surveillance technologies, only focuses 

on police officers, and were conducted in countries with different demographics compared to Kenya. 

Therefore, this study was needed to identify the challenges faced by private security companies, offer 

localised solutions, and contextualize the findings for private security providers in integration of surveillance 

technologies. 

Apart from users’ competences, some studies consider vandalism of CCTV equipment and accessories a 

serious challenge to adopting CCTV in managing crime (La Vigne et al., 2011a; Keval, 2009). Vandalism is 

the deliberate destroying or damaging of property. Vandals may target CCTV systems for tactical purposes, 

such as vengeance, attitude expression, or profit-making part sales. CCTV components can be vandalized in a 

variety of ways, such as purposefully removing the cameras and fixtures, severing cables, breaking cameras, 

changing their viewing angles, or painting them black with paint or other materials. According to La Vigne et 

al. (2011a), vandalism of CCTV equipment and accessories results in increased maintenance and repair 

expenses, which ultimately lowers the efficacy of CCTV systems. These findings informed the current study 

to establish whether private security providers in Nakuru County experienced similar challenges and offer 

suitable recommendations. 

Keval (2009) discovered that because criminals had vandalized certain CCTV, it was unable to assist UK 

police in keeping an eye on public areas. It was vital to ascertain whether CCTV vandalism occurred and 

hampered security management in Nakuru County. According to Cuevas et al. (2016), one major obstacle to the 

use of CCTV in crime solving is police personnel' disinterest in the technology. According to Piza et al. 

(2016), many police organizations find the expense of setting up and maintaining CCTV systems to be 

relatively high. This is due to the fact that substantial resources are needed for the installation and upkeep of 

CCTV infrastructure, the salary of CCTV operators, and the management of an increase in the number of 

crimes that are reported to the police. Furthermore, the integration of technologies like ALPR or the need for 

huge storage capacity for video result in increased expenses associated with maintaining CCTV (La Vigne 

et al., 2011b). These factors help to explain why some security providers have not yet purchased CCTV 

equipment while others have stopped using it (Schuck, 2015). Harris and Harris (2009) contend that despite 

these difficulties, the high cost of installation and upkeep of CCTV systems can be justified if they give the 
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desired results. Therefore, it was necessary to establish whether the availability of funds has negatively 

impacted integration of surveillance technology in Nakuru City County. 

Shortage of electrical supply and crooks avoiding detection on CCTV cameras are two more challenges that 

have reported by studies. For example, Lindegaard and Bernasco (2018) and Gill and Loveday (2003) 

demonstrated that criminals might conceal their identities from CCTV cameras in order to avoid being caught. 

On the other hand, Yau (2019) discovered that CCTV footage loss in Nigeria was frequently caused by an 

inadequate power supply. Investigating whether these challenges have impacted the integration of surveillance 

technology in Nakuru County was therefore imperative. 

It is also expensive to acquire and maintain security technologies. Access control, Video Surveillance Systems 

(VSS), and Intrusion Detection System (IDS) are key security systems. According to British Security Industry 

Association (2017), acquiring, operating, and maintaining these systems separately is expensive. Further, 

Musyoka (2016) notes that it notes that training, administration, and service maintenance of these systems is 

expensive. These studies only highlight how expensive it is to install and maintain modern surveillance 

technologies by the police but fall short on private security providers and do not provide possible solutions to 

these challenges thus the need for this study. 

Theoretical Framework 

The Integrated System Theory 

The Integrated System Theory of managing security information will be used in this study. The theory is 

derived from five fundamental theories namely contingency theory, management system theory, control and 

audit theory, risk management theory, and the information policy theory (Soomro, Shah, & Ahmed, 2016). 

According to Knowles et al. (2015), this theory makes sure that confidentiality and integrity of operational 

procedures and data in an organization is maintained. It also ensures that there is protection of information 

when using combined systems, internal controls, and operations (Hong, 2003). The theory assumes that 

organizations have the ability of determining vulnerability and threats after evaluating security risks (Raid & 

Floyd 2006). 

The theory was selected because it focuses on planning security needs in an organization, formulating security 

policies, and developing strategies for executing security strategies (Somro et al., 2016). Further, it was 

selected because it underscores security control assurance where organizations continuously analyze security 

risks, assess security risks, vulnerabilities, manages risks, and audits security to eliminate security gaps using 

different strategies including private security providers (Kassan, 2021). This aspect is well captured in the 

contingency theory which is part of the integrated system theory. The theory can also help in understanding how 

organizations deter, prevent, and respond to security threats and the challenges they encounter (Hossein et al., 

2021).  

This theory, therefore, entails three fundamental components of data protection namely internal controls and 

procedures, operations, and combined systems (Kassan, 2021). These components are essential in assessing 

information security management systems in any organization that has contracted private security providers. 

For instance, the combined system components influence how the organizations plans their windows, doors, 

security officers, gates, and walls. Sandberg, Amin, and Johansson, (2015) note that it is also concerned with 

how these security barriers linked to electronic security measures such as CCTV cameras and alarms are using 

established network. Operation component suggests that security activities in place inform data protection. 

This concept will help the study assess plans put in place by private security providers to protect their 

customers and their properties. 

Further, procedures are essential in security management as highlighted in the theory. It is important that 

private security providers are guided in their operations (Kassan, 2021). Thus, this theory emphasizes 

contingency plans, strategies, planning, use of policies, and continuous review of policies which are 
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associated with customer satisfaction. This element will help the researcher assess security management 

information procedures in private security companies in line with their guidance manuals and existing policy 

frameworks. It will also help the researcher understand the reasons for private security providers integrating 

surveillance technologies, customer satisfaction, and the challenges of integrating surveillance technologies in 

security management. 

Conceptual Framework 
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Figure 1: Conceptual Framework 
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This study employed a descriptive research design. The study was conducted in Nakuru City County. Nakuru 

City County is within the former Rift-valley province. Nakuru County has 11 Sub-counties, with Nakuru 

Town which was elevated recently to a city status being a host to Nakuru West and Nakuru East Sub- 

counties. The study area was selected because it is densely populated, the socio-economic challenges made 

crime the order of the day hence the need for surveillance. The target population of this study was private 

security providers in Nakuru City County, the consumers of the services in different category eg. Residentials, 

shopping malls, Retail outlets like Supermarkets, Hospitality Industry like Hotels, Schools, and Hospitals. 

The study targeted private security companies registered by the Kenyan government and vetted by the Private 

Security Regulatory Authority (PSRA) and contracted by individuals or businesses to provided security. The 

study used purposive, stratified, and simple random sampling techniques to arrive at a sample size. This study 

used a sample size of 30 respondents evenly spread in the 10 private security companies, in five sectors of the 

economy, and in the three sub counties. 

The study utilized three research instruments for the collection of the primary data. The research instruments 

were: a) the survey questionnaire: to gather information from the targeted respondent b) In-depth Interview 

guide for the Focus Group Discussions to explore and gather detailed insights on specific topic and c) 

Interview guide for the Key Informants. The interviews were guided by the interview guide as a data 

collection tool. Interview guide was selected as a data collection tool in this study because it created a 

structured process; it was easier to assess every respondent in the same way thus reducing bias; and all 
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respondents are exposed to the same experience (Kallio et al., 2016; Turner III & Hagstrom-Schmidt, 2022). 

Secondary data was collected through content analysis. The questionnaires were administered to the identified 

sample size of 30 respondents across the 10 private security companies, in five sectors of the economy, and in 

the three sub-counties. The questionnaires were issued to the respondents and collected on the following day 

from each of the respondents. 

Quantitative data about the socio-demographic characteristics of the respondents was analyzed quantitatively 

using excel. Microsoft Excel is effective in analyzing and presenting basic quantitative data such as 

age, marital status, and education level among others (Bree & Gallagher, 2016). Qualitative data was analyzed 

qualitatively using thematization. The data were analyzed to identify themes in the responses. The researcher 

examined the participants’ responses multiple times to identify themes. He also examined responses per 

research objectives to identify themes for analysis. Therefore, themes were identified manually and organized 

for analysis and presentation. 

FINDINGS AND DISCUSSION 

Challenges of Integrating Surveillance Technologies 

This section presented the results of the third specific objective of the study, which sought to determine the 

challenges of integrating surveillance technologies by private security providers in Nakuru City County. The 

information on this objective was collected using questionnaires which had statements which were rated on a 

five-point Likert scale, 1- strongly disagree, 2-Disagree, 3-Undecided 4-Agree, 5-Strongly agree, against 

which the respondents were asked to tick the correct choice. More information on the same issue was collected 

through Focus Group Discussions and interviews. The results are presented in table 1. 

Table 1: Respondents’ Views on Challenges of Integrating Surveillance Technology 

Measure 1 2 3 4 5 Mean 

The private security providers experience 

challenges which affect the quality of security 

services provided to clients 

- 1 

(3.7%) 

3 

(11.1%) 

4 

(14.8%) 

19 

(70.4%) 

3.46 

Private security providers encounter technical 

challenges when integrating surveillance 

technology 

 

- 

2 

(7.4) 

1 

(3.7%) 

1 

(3.7%) 

23 

(85.1%) 

3.64 

There are financial challenges associated with 

integration of various surveillance technologies by 

private security providers 

- - 3 

(11.1%) 

19 

(70.4%) 

5 

(18.5%) 

2.84 

There are regulatory/legal challenges that private 

security providers face when integrating 

surveillance technologies 

 1(3.7%) - 5 

(18.5%) 

21 

(77.7%) 

3.72 

Note: 1-strongly disagree, 2-Disagree, 3-Undecided, 4-Agree, 5-Strongly agree 

 

The results on table 1 indicated that majority 21 (77.7%) of the respondents strongly agreed that there are 

legal challenges that private security providers face when integrating surveillance technologies as indicated by 

a response mean of 3.72. Similarly, majority 23(85.1%) of the respondents strongly agreed that private 

security providers encounter technical challenges when integrating surveillance technology as indicated by a 

mean response of 3.64. In addition, majority of the respondents 19 (70.4%) strongly agreed that the private 

security providers experience challenges which affect the quality of security services provided to clients with a 

response mean of 3.46. Further, the majority 19(70.4%) agreed that there are financial challenges associated 

with integration of various surveillance technologies by private security providers. 

These findings imply that the private security providers experience legal, financial and technical challenges 

when integrating surveillance technologies in security management in Nakuru City County. Similar reports 
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were submitted by respondents during interviews and focus group discussion: 

Private security providers are challenged by high costs of maintenance and installation. In addition to that, 

training can be cumbersome and time consuming to the employees. Also, power disruptions sometimes create 

loopholes that may render the technology ineffective (Key Informant I, 2023) 

Some equipments are stolen or disabled by experienced criminals, thus no evidence will be available in such 

cases. In addition, the technological equipment is costly for low budget businesses. Also, there may 

be inconveniences caused due malfunctions or complexities of installation 

(Key Informant II, 2023) 

Sometimes the security providers may experience technical challenges during the integration of surveillance 

technology such as installation of complex security systems by unqualified personnel who lack the required 

knowledge and skills on how to install them (Key Informant III, 2023) 

They experience financial challenges because effective security systems are quite costly in their purchases, 

installation and maintenance. Further, there is lack of trained manpower that are also expensive to pay and 

technology failures (Key Informant IV, 2023) 

FGD participants also reported: 

Most of the security companies are still growing so they experience financial challenges in installing and 

maintaining effective security systems (Participant A4, FGD 1, 2023). 

Yes, there are technical challenges like incompatibility of some technologies or some of the equipment is 

outdated which requires the security provider a whole overhaul of the surveillance system which turn out very 

costly (Participant B4, FGD 2, 2023). 

Sometimes there are technical challenges such as faulty alarms especially when there is a blackout. Yes, 

sometimes we get incompetent technicians who are not sure about the scope of work and the equipment should 

installed and operated effectively (Participant C4, FGD 3, 2023). 

Yes. Some of the challenges include failure of the equipment, power blackouts and poor network connectivity 

(Participant D4, FGD 4, 2023). 

Lack of proper analysis of outcomes, follow up of culprits takes a long time and inadequate resources for repair 

and maintenance (Participant E4, FGD 5, 2023). 

Corruption and police interference during investigations leads to criminals walking freely on the streets 

(Participant A5, FGD 1, 2023). 

Poor network and infrastructure, frequent breakdown of equipment due to weather challenges like a lot of 

rain/dust (Participant B5, FGD 2, 2023). 

There are legal challenges i.e the privacy and data protection act, where some people do not want their 

information shared and if you do that, they can sue you. They are subjected to legal actions if their devices are 

not well maintained and if they are not accountable for security concerns (Participant C6, FGD 3, 2023). 

It is evident that private security providers experience challenges when integrating surveillance technologies. 

Some of the challenges include high costs of installation and maintenance of the equipment, Vandalism, poor 

infrastructure and technical challenges like frequent breakdown of equipment due to bad weather, power black 

outs, faulty equipment and lack of qualified technicians. These findings are in line with the findings reported 

by Atabek (2019) that it is not the technologies or gadgets that is a challenge but lack of adequate personnel 

with adequate information and knowledge. This finding is supported by another study conducted by Lowther 

(2010) who found an association between challenges of integration of technology in an organization and 

quality of services provided. 
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The results also support the conclusions of Keser and Cetinkaya (2013), who stated that technical proficiency 

is more significant than actual technology. According to other research, employees should receive regular 

training to close the knowledge gap in technology integration (Aatabek, 2019; Inan & Lowther, 2010). Dede 

(2011) notes in another study that enough technology and a physical infrastructure are necessary for effective 

technological integration. These studies show that some of the difficulties that companies encounter when 

integrating technology into their operations are inadequate technologies, limited skills and expertise, and bad 

physical infrastructure. 

On the same breath, Zheng and Xia (2021) looked at Kenyan private security companies and their effects on 

a Chinese company case study. According to the report, one issue security organizations face is a shortage 

of physically equipped and trained personnel. Employee training is frequently irregular and unstructured. The 

survey also discovered that some security guards lack the necessary tools to properly interpret footage from 

the cameras, and that the majority of training programs do not integrate technology because they focus 

primarily on general risk management education. 

The findings also confirm the conclusions published by the College of Policing (2019), which said that police 

officers' incapacity to effectively use CCTV in their work can take many different forms. These can include 

failing to recognize or address noteworthy situations, apprehending suspects, being unable to analyze video, or 

losing legal battles as a result of improper management of video. For instance, a research conducted in the 

USA by Goodison et al. (2015) discovered that a shortage of appropriately educated analysts caused police to 

face a backlog in the analysis of digital evidence, including CCTV footage. Similarly, Yau (2019) found that a 

major obstacle to maintaining CCTV systems was a shortage of skilled professionals in a study on the use of 

CCTV in crime detection in Nigeria. 

According to various research, vandalism of CCTV equipment and accessories poses a serious risk to the use 

of surveillance technologies in managing crime, independent of user competence (La Vigne et al., 2011a; 

Keval, 2009). Vandalism is the deliberate destroying or damaging of property. Criminals may intentionally 

damage security equipment to convey a message, get revenge, or profit financially from the sale of parts. 

Component vandalism can take many different forms, including as purposefully removing the cameras and 

fixtures, severing wires, breaking cameras, changing their viewing angles, or spray-painting or otherwise 

darkening them. According to La Vigne et al. (2011a), vandalism of CCTV equipment and accessories results 

in increased maintenance and repair expenses, which ultimately lowers the efficacy of CCTV systems. 

Similar results were published by Lindegaard and Bernasco (2018), who noted that two issues raised by 

CCTV study are criminals turning off CCTV cameras and a shortage of power. In a similar vein, Gill and 

Loveday (2003) demonstrated that criminals could disguise their identities in order to avoid being seen by 

CCTV cameras. On the other hand, Yau (2019) discovered that CCTV footage loss in Nigeria was frequently 

caused by an inadequate power supply. In the same sentence, the British Security Industry Association (2017) 

stated that it is costly to purchase, run, and maintain security systems alone. This confirms that security 

providers have difficulties due to vandalism, inadequate power supply or blackouts, and high maintenance 

expenses associated with surveillance gear. 

CONCLUSIONS AND RECOMMENDATIONS 

The objective of the study was to determine the challenges of integrating surveillance technologies by private 

security providers in Nakuru City County. It was evident that private security providers experience challenges 

when integrating surveillance technologies. Some of the challenges included high costs of installation, 

inadequate resources for repair and maintenance, vandalism and disabling of the equipment by experienced 

criminals, which prevents the availability of evidence necessary for an inquiry. In addition, the findings 

indicated that inadequate networks and infrastructure presented additional difficulties for private security 

companies. Additionally, the study found that private security companies faced challenges such improper 
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outcome analysis, corruption, and police intervention during investigations, which made it difficult to find the 

offenders and resulted in criminals operating freely on the streets. Finally, the study found that security 

providers encounter technical difficulties when integrating surveillance technology. These difficulties include 

complex security system installations carried out by unqualified individuals who lack the necessary knowledge 

and skills, as well as frequent equipment breakdowns brought on by inclement weather, blackouts, 

malfunctioning equipment, and shortage of qualified technicians to perform maintenance. 

Based on the findings, the study concluded that integrating surveillance technologies presented several 

challenges for private security providers. These challenges included: high costs of installation, inadequate 

resources for repair and maintenance, frequent breakdown of equipment, vandalism and or disabling of the 

equipment by experienced criminals, black outs, lack of trained personnel, poor network, corruption, and 

police intervention during investigations that resulted in fruitless investigations. The researcher noted that the 

issues of privacy came up during the interview, it is well to note that the government has tried to address the 

issue of privacy through the introduction of the Data Protection Act, 2019. This as noted, not many clients and 

companies appreciate the challenges and the exposure thereof. There is need for the companies to train their 

employees and clients, on what exactly the Act is all about to avoid legal challenges. 

Based on the conclusions, the study recommended that in order to prevent disputes in functional areas of 

responsibility, police and private security personnel should work together to respond to occurrences recorded 

on surveillance technologies and improve the use of surveillance technologies in incident response 

coordination. Additionally, corrupt police officials who interfere with evidence should be brought to book and 

face the law. Also, police officers and private security companies that use CCTV cameras should organize 

regular meetings. This would make it easier to communicate and provide feedback, especially on experiences 

and suggestions for improving the County's use of surveillance technologies to reduce crime. In addition, this 

would improve the working connections between the two groups and aid in finding answers to current issues 

when coordinating responses to occurrences captured on camera. Corrupt police officers who tamper with 

evidence should also be held accountable and prosecuted. Lastly, private security companies in collaboration 

with the police should regularly educate the public about the advantages of integrating surveillance technology 

into security management as well as the efficient ways to use it. Programs for sensitization may involve 

simulated training to give guards, employees, and clients information and expertise on camera monitoring, as 

well as hands-on experience in incident response coordination for those working in the field. 

Recommendations for Further Research 

In light of this study's limitations and scope, further research may focus on the following topics: 

 Similar studies should be conducted in other counties and the results compared. 

 Thorough and comprehensive grasp of the ways that surveillance technology affects security 

management. 

 Evaluate the usefulness of government-run surveillance systems in Nakuru City County. This is due 

to the fact that the current study only examined the integration of surveillance technologies by 

private security companies. 

 Global Perspectives: Compare how different countries handle the integration of surveillance 

technologies by private security firms, considering cultural and legal variations. 

 Cost-Benefit Analysis: Conduct a cost-benefit analysis to understand the economic implications of 

implementing integrated surveillance systems for private security. 
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