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ABSTRACT 

The anticipated outcomes of this study was to gain a deeper understanding of the current state of cyber security 

adoption by the public sector institutions, especially in Kenya. The study reviewed on different literature on the 

status of cyber security adoption in regard to the enhancement on the performance of these institutions, 

identified challenges that the institutions faced in adopting and implementing such cyber security technologies, 

and the strategies needed to improve on cyber security applications. The review also pointed out cyber security 

measures that can lead to improved service delivery, increased operational efficiency, and more secure digital 

environment for the country's citizens. Thus, by identifying the challenges and barriers faced by these 

institutions, the study could help inform policy and decision-making processes, guiding future investments in 

cyber security and other related technologies. Further, the findings of this research could contribute to the 

enhancement of cyber security measures and their implementation in Kenya's public sector institutions. This, in 

turn, could lead to improved service delivery, increased operational efficiency, and a more secure digital 

environment for the country's citizens. By identifying the challenges and barriers faced by these institutions, the 

study could also help inform policy and decision-making processes, guiding future investments in cyber security 

technologies. 
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INTRODUCTION 

Organizations should prioritize security and take precautions to reduce risks in order to guarantee the security 

of their information systems. Establishing robust access control methods that include authentication and 

authorization processes is a key first step. While authorization determines a user's level of resource access, 

authentication verifies a user's identity. This limits access to authorized individuals and helps prevent 

unauthorized access to confidential information. Encrypting sensitive data both in transit and at rest is a crucial 

additional precaution (Olayemi, 2014). 

To prevent unwanted access, data is encrypted by being transformed into code. This makes sure that even if 

hackers get the data, they are unable to interpret it. To find system vulnerabilities and fix them right away, 

regular security audits and assessments are needed. By doing this, the system is guaranteed to be secure and 

resistant to potential threats. It's also crucial to educate staff members on cybersecurity and the dangers of 

accessing or sharing sensitive data. This includes instruction on the use of strong passwords, safe web browsing 

practices, and avoiding phishing schemes (Norris and Moon, 2015) 

In conclusion, information system security is crucial, especially for online banking and e-government services. 

In order to reduce risks and ensure the confidentiality, integrity, and accessibility of sensitive information, 

organizations should prioritize cyber security and put the required safeguards in place. 

Cyber Security  

The techniques and strategies used to defend cyberspace against many types of known and unknowable threats 

are referred to as cybersecurity. In order to protect information systems, companies, and their assets, the 

International Telecommunication Union defines cybersecurity as a combination of measures including security 

strategies, threat management, engagement, training, best practices, and expertise. (International 

Telecommunication Union, 2018). Information and communication technology (ICT) can be a target or a tool 

in cyberattacks conducted by bad actors. Cybersecurity is essential to preventing such assaults on the internet, 

computer networks, electrical systems, and other devices (Olayemi, 2019). 

Businesses rely heavily on the internet in the information age, making cybersecurity even more important. 

Hacking and data breaches may expose private information, which would hurt an organization's ability to 

compete. (Tarimo, 2016). Successful cyberattacks can jeopardize the confidentiality, integrity, and availability 

of an organization's ICT systems as well as the data they contain. (Bulgurcu et al., 2020). Cyber theft, often 

known as cyber espionage, exposes financial, proprietary, or secret information, providing the intruder an edge 

while costing the legitimate business money or intellectual property. 

Public Sector Institutions in Kenya  

Offices in the National Government, County Governments, and other independent institutions are considered 

public offices if their salaries and perks are paid from the Consolidated Fund or resources allocated by the 

Kenyan legislature. On the other hand, public services are those that are offered by the government to those who 

reside within its borders, either directly through the public sector or by subsidizing service delivery. Various 

government agencies offer these services as part of completing their particular missions. Public institutions are 

increasingly interacting with and serving their users through ICT infrastructure. 

The National Government is primarily run by Ministries and parastatals, which are created by executive order 

by the President. The National Government now consists of twenty (20) Ministries, each of which is led by a 

Cabinet Secretary and supported by a Principal Secretary, a team of technical personnel, and a Principal 

Secretary. According to Article 226(3) of the 2010 Constitution of Kenya, while the ministries and respective 

state departments carry out their mandate through established teams of respective core and support functions 

technical teams, the processes, controls, and risk management are subject to review by the Auditor General. 

Ministries are also subject to assessment by internal auditors who, ideally before external audit review, provide 

management with advice on risk exposure and suggest corrective measures. 
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Even though certain engagements for external audits include the obligation to evaluate security, this is often 

not one of the tasks for the audits of final financial accounts. Internal auditors are a trustworthy source of 

cybersecurity information for ministries because the internal audit IT audit role frequently includes the duty to 

analyze cybersecurity. 

Statement of the Problem 

E-government solutions are created to conveniently and constantly deliver governmental services across open 

and distributed networks. Both the public and commercial sectors must ensure the security and dependability of 

information transferred through these networks, while they may place different priorities on security. The social 

characteristics of the nation in which they are implemented have an impact on a variety of aspects, including 

personnel, infrastructure, processes, and technologies that are essential to the success of e-government systems 

(Norris and Moon, 2015) 

According to cyberattacks that attacked government websites in 2014 that contained financial, security, and 

state secret information, Kenya's public sector, which includes government ministries and related parastatals, is 

most at danger for such assaults. In addition to the recovery costs, these attacks spread panic and caused losses 

of more than Ksh5 billion. By undermining stakeholders' trust in e-government programs, such assaults impede 

the provision of public sector services. Therefore, research into the variables that influence cyber security in 

public services is necessary (Dhillon and Torkzadeh, 2016) 

Previous studies have emphasized the connection between organizational management, security issues, and e-

government. (Backhouse, 2021). The majority of research has been on technical problems, quantitatively 

examining information system security. (Siponen and Oinas-Kukkonen, 2017). But an objective assessment of 

information system security emphasizes the significance of non-technical problems in addition to technical ones 

for protecting sensitive information (Dhillon and Torkzadeh, 2016; Siponen and Oinas-Kukkonen, 2017). Prior 

research has mostly been done in wealthy nations, thus there isn't much literature covering the environment, 

population awareness, sociocultural dynamics, and how these factors affect conventional approaches to 

information system management in developing nations. 

Since public and private organizations function differently, each requires specific management techniques. 

(Caudle, 2021; Fryer, 2017; Joia, 2023; Moon, 2020). The allocation of funds by public bodies' executive and 

legislative branches must be the subject of open conversations and strategic planning, which can have a political 

impact. In addition, regardless of their economic justification, public institutions must be geographically 

distributed and produce goods for the benefit of the public rather than for financial viability. Accordingly, 

managing public entities demands adherence to their unique procedures and security frameworks. (Wimmer and 

von Bredow, 2021). E-government systems present privacy and security issues due to the openness, 

dissemination, and availability requirements. (Norris and Moon, 2015; Ebrahim and Irani, 2015). With only a 

few empirical studies on the topic, the literature implies that there is a dearth of study on ICT, particularly e-

government, and cyber security in developing nations. Wechuli (2014) evaluated the cyber security assessment 

framework used by Kenyan government ministries, looking at the strategies, baseline assessments, and asset 

prioritization that restrict the system's efficacy.  

This study is comparable to the suggested research, which would assess cyber security in the public sector with 

an emphasis on leadership and human aspects that affect the framework's application. Wekundah (2015) looked 

into how cybercrime affected SMEs in Kenya and discovered that the majority of them did not prioritize 

cybercrime prevention or had the skills and experience required to address cyberattacks.  

Study by Nyawanga's (2015) who researched on cyber threats in the Kenyan banking industry discovered that 

rates of cybercrime had drastically increased in the previous year, with the majority of attacks coming from 

China and Kenya, and that many bank workers were participating in cybercrime. This study will delve deeper 

into the organizational and human factors that influence cyber security in Kenyan National Government 
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Ministries, which have been repeatedly targeted by cyberattacks despite having a framework in place. Previous 

research has focused on different contexts, such as the private or public sectors.   

Research Objectives  

This study established the effect of cybersecurity enhancement on performance of the public sector institutions 

in Kenya. The objectives included, to investigate the level of cyber security adoption in public sector institutions 

in Kenya; to determine the effect of cyber security enhancement on the performance of public sector institutions 

in Kenya; to evaluate the challenges that public sector institutions in Kenya face in adopting and implementing 

cybersecurity and artificial intelligence; and to recommend strategies for improving the adoption and 

implementation of cybersecurity and artificial intelligence in public sector institutions in Kenya. 

LITERATURE REVIEW 

Empirical Review 

The different organizational and psychological elements that influence computer and information security have 

been the subject of several studies (CIS). These studies have looked at issues such management support for CIS 

adoption and implementation, employee acceptance and adherence to security policies, and the adoption and 

implementation of security strategies and policies (Nyawanga's 2015). These studies have also uncovered a 

number of cultural components of security systems, including trustworthy security procedures, governance, 

coordination, and control, support from top management, employee involvement and training, and employees' 

enjoyment of security. Other studies have looked into how organizational and human characteristics affect 

information system security (Wimmer and Bredow, 2021). 

Ibikunle and Eweniyi (2013) identified a number of goals for cyber-security in Nigeria, including addressing 

flaws in ICT systems and networks, fostering a culture of cyber security in institutions and people, promoting 

efficient collaboration in cyber security between private and public organizations, staying current with 

developments in cybercrime and their solutions, and ensuring the accessibility, confidentiality, integrity, and 

authenticity of systems. 

In their survey on cloud computing security issues and solutions, Hussein and Khalid (2016) proposed a three-

layered model for cloud computing security, with the first layer consisting of appropriate authentication methods 

for user identification, the second layer including data identification and encryption for security, and the third 

layer including the use of cryptography methods to secure data transmission. Deshpande and Sambhe (2020) 

examined the most recent cyber security concerns in India and discovered that while users prioritize security for 

personal computers, they frequently overlook protection for mobile devices, despite the fact that these devices 

might also be the target of cyberattacks. According to the report, personal firewalls can shield certain devices 

from threats that originate via the internet or the "air connection." 

In their analysis of the literature, Deore and Waghmare (2016) concluded that the majority of public and 

commercial institutions are attempting to safeguard data and information from cyberterrorists or hackers. The 

authors point out that sharing data is a problem for both public and private companies, and a number of strategies 

are being created to safeguard data from hackers. In his study on the security of e-government systems in 

developing nations, Alfawaz (2018) identified a number of critical elements that have an impact on e-

government security, including top management support, staff and management security awareness, information 

system security infrastructure, security culture, management style, management change and security, and 

privacy regulations. 

Information security is constrained not only by technological advancements but also by political, cultural, legal, 

and moral behaviors of society, according to Kyobe's (2018) research on information security issues and their 

implications for developing e-government structures in some African countries. According to the study, security 

issues are made more difficult and delicate by the fact that e-government operations include a large number of 
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citizens and are constrained by numerous legal frameworks and regulations. Wechuli (2014) examined strategy, 

baseline assessment, priority, and behavior management in administration as she analyzed the limiting variables 

affecting the cyber security assessment framework in Kenyan government ministries. The current study, which 

also takes into account the leadership and human elements involved in the implementation of cyber security 

frameworks, is related to this research. 

In order to address system vulnerabilities and subsequent cyber-attacks, human and organizational components 

of information systems security have been neglected in favor of technological ones. (Dhillon and Backhouse, 

2021). Due to the constant interaction of organizational and human elements with systems and technology, key 

systems must be protected. (Rasmussen, 2014; Reason, 2017). The efficiency of ICT security in a company is 

influenced by management engagement, the existence of a security policy (Kankanhalli et al., 2013), staff 

training and awareness (Bulgurcu, Cavusoglu & Benbasat, 2020), and staff training and awareness. 

Governmental entities are also becoming more reliant on IS. An effective, private, and reliable information 

system is essential for a government to maintain social and economic stability as well as to be globally 

competitive. Unsecure information systems in the public sector can have a detrimental impact on the people's 

trust and willingness to use governmental entities, which can undermine economic and social stability. (Tarimo, 

2016).  

Identifying the ICT assets and exposure involved, implementing and adhering to cyber security strategy and 

standards, improving responsiveness to frequent technological changes and threats there-off, human factor in 

addressing awareness and the arising vulnerabilities, and leadership as critical in the study for positive change 

in cyber security strategy, human factor, and leadership are identified as key factors to a successful cyber 

security by Pelgrin (2014). 

This study will be conducted in a global environment with a focus on wealthy countries, therefore its relevance 

to developing countries and the public sector may be restricted. Insiders can be broadly categorized into three 

groups who occasionally launch cyberattacks: (i) employees who are seeking retribution for "unfair" treatment 

within the organization; (ii) insiders who are using the company's resources for their own personal gain; and 

(iii) unintended cyber-attacks insiders who are primarily not the attackers but who unwittingly facilitate outside 

attacks. (Andress & Winterfeld, 2021). 

Summary of Empirical Review 

The present body of research on cyber security in the public sector underlines how important it is for decision-

makers to comprehend the implications of e-governments and how they interact with current systems. 

Organizations must inventory their key infrastructure assets in order to create a strong cyber security strategy, 

as an organization cannot defend its assets if it is not aware of them. The sources and characteristics of cyber 

risks can also be determined by understanding the information systems assets of a company, allowing for 

sufficient planning. 

Since a system is only as strong as its weakest link, managers must assess organizational and human variables 

that may result in cyber security weaknesses. Previous research has uncovered elements including employee 

awareness, management commitment to strategy and policies, organizational structure (particularly information 

systems structure), implementers' abilities and training in cyber security, and employees' ethical behavior. 

There has not been much research done on the difficulties with information security in e-government, 

particularly in the context of emerging and East African nations. Prior e-government research has mostly 

concentrated on the design, adoption, and development phases. This study aims to fill the knowledge gap about 

the elements that influence cyber security in Kenyan public sector organizations. 

Review Observations  

The public sector, including the government and related parastatals, is at the greatest danger level for 

cyberattacks, (Serianu 2015). Loss of intellectual property, financial loss, the disclosure of sensitive customer 
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information, disruption of business operations, increased costs for system recovery, loss of stakeholder 

confidence, loss of competitive advantage, disclosure of operational strategies, and possibly job loss or 

organizational extinction are all possible outcomes of a breach in cyber security. Cyberattack losses in Kenya 

totaled more than KES 5 billion for the governmental sector, KES 4 billion for the financial services industry. 

Developing nations are making significant investments in e-government, yet insecure e-government systems 

can have a severe impact on stakeholder confidence and service delivery. E-government security is essential for 

fostering reliability and confidence in service delivery. Due to their various operational contexts and 

requirements, effective cyber security aspects in e-government services may be different from those in the 

private sector. Cyber security considerations can be divided into two categories: internal system flaws or 

vulnerabilities that attackers can take advantage of, and external motivating reasons for attackers. 

The extensive accessibility of the internet has improved its usability for authorized users, but it has also exposed 

crucial infrastructure to cyberattacks from unauthorized users. Against its adversaries, especially other states, 

state agencies have been exploiting the internet as a weapon. Based on the motivations of the attackers, 

cyberattacks can be divided into four primary categories: hacking exploitation, serious and organized crime, 

ideological and political extremism, and state-sponsored cyber aggression. Different interests, such as those 

related to economics, politics, and national security, are behind these attacks (Cornish, 2019). Even though the 

attacker pretends to have a cause, the true motivations behind these attacks are frequently concealed or 

obfuscated. Today, extremist organizations use the internet to recruit new members, plan physical assaults, find 

funding, and disseminate propaganda. The primary driver behind non-political system attacks is financial gain. 

For efficient cyber security planning and implementation. According to Cornish (2019) underlines the 

significance of categorizing and prioritizing different sources of cyber-attacks. In order to ensure successful 

cyber security planning and implementation, it is imperative to examine the primary driving forces behind cyber 

attackers in relation to an organization's systems. 

CONCLUSION OF REVIEW 

The findings of this study would be very valuable to policymakers as they would offer direction when creating 

strategies and regulations that have an impact on certain internet users. The study's results can also be used by 

information security experts to decide how to address cyber threats.  

The study's analysis of the model's flaws and suggestions for enhancements against nefarious insiders and 

outsiders may be useful to those working in critical infrastructure and security organizations tasked with 

protecting critical assets. The study's results would add to what is already known about cybercrime in Kenya's 

public sector. The study may also help future researchers and scholars pinpoint potential areas of study on cyber 

security in the public sector. The results of the study would also be a crucial tool for future research. 
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